PoodumesbcKoe cobpaHue

BE3OIMNACHOCTb AETEMN B
. MHTEPHETE




MHmMepHem no380/19em B8aM:

e 06LLATLCA C APY3bAMM, CEMbEMN, KOJIIEraMM;

e[10J1y4aTh 10CTYyN K MHPOpMaLMK 7
Pa3BJIEYEHUSAM;

*YYUTbCA, BCTPpEYHaTbCA C JIKAbMHU U Y3HABATb
HOBOE.




HTEepHET ABISCTCS MPEKPACHBIM HUCTOYHUKOM I HOBBIX
3HAHUM, IOMOTaeT B y4eOe, 3aHuMaeT Aocyr. Ho B To xe
BpeMsi, CeTb TauT B c€0€ MHOTO OmacHOCTeW. Qosa3amenvHo
HYJHCHO N02080puUmMb ¢ OembMu, OOBSCHUTH, UYTO MOTYT
BO3HUKATh Pa3IMYHBIC HCOPHUATHBIC CUTyallMd M TO, KaK M3
HUX TYYIIAM oOpazoM BBIXO/IUTh. Ilomuure,
yTto Oec3omacHocTh Bammx Aereii B MHTepHere, Ha 90%0
3aBHCHUT OT Bac.




PedepasibHbIU 3aKOH N° 436-P3

VIHTEPHEWK &
YcTtaHaBnuBaeT npaBuna

Meanabe3onacHOCTU AeTeun npu obopoTe
Ha TepputTopumn Poccum npoaykumm
cpeancTtB maccoBon MHdopmMaLumu,
ne4yaTHoOn, ayamoBusyaribHOu )
npoayKumMmn Ha noodbIX BUAaxX Hocuteneu, v YA st B fg
nporpamm ansa 9BM n 6a3 paHHbIX, a g
TakKXXe nHcpopmaumm, pasmeLLaemMou B
UH(OpPMaLMOHHO-
TeJyIeKOMMYHMUKALMOHHbIX CETAX U CeTAX
noaoBMXHON paanoTenecoOHHON CBA3M.




MHopmayuoHHaa 6ezonacHocmb demeu

3TO COCTOSIHUE 3alUULLEeHHOCTHU
aeTen, Npn KOTOPOM OTCYTCTBYeT
PUCK, CBA3aHHbIN C NPUYUHEHNEM
UHopmMauueun, B TOM Ynucne
pacnpocTpaHAeMOUu B CeTun
UHTepHeT, Bpeaa ux 3aopoBbIo,
¢dnanyeckomy, NnCUXUYECKOMY,
AYXOBHOMY U HpaBCTBEHHOMY
pa3BUTUIO
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Yepo3bi, nodcmepezarujue pebeHKa 8
no6asibHoUu cemu

ﬂame C/1y4auUHbIU KJIUK NO
X .BcnnblsweMy 6aHHepy unu
““nepexod No ccblJIKe MoKem
npusecmu HaA caum € ONACHbIM
coodeprKUMbIM!




Yepo3bi, nodcmepezarwjue pebeHKa 8
FnobasibHoU cemu

[lopHo2pagusa

OnacHa u3bbimo4yHoUu UHpopmayueu
U 2pybbIM, 4acmo u3BpauleHHbIM,
Hamypasiu3smom. Mewaem
pas3sumu ecmecmaeHHbIX
3MOUUOHA/IbHbIX hpuBA3aHHOcmed.




Yepo3bi, nodcmepezarwjue pebeHKa 8
FnobasibHoU cemu

ZlenpeccusHble M0J100€eKHble
me4yeHuA

PebeHOK MoxKem nosepumsb, 4Ymo
LpaMbl - Jlyqwee ykpaweHue, a
cymump - 8Ce20 Jiuib cnocob
uzbassieHusa om npobsiem




Yepo3bi, nodcmepezarujue pebeHKa 8
no6asibHoUu cemu

Hapkomuku

LK MHmMepHem necmpum HOBOCMAMU O

b ‘ “nosib3e” ynompebsieHuUs
MapuxyaHsl, peyenmamu u

cosemamu uz2omossieHuUs “3enba’.

>



Yepo3bl, noocmepezarowue pebeHKa 8

Ll e

FnobasibHoU cemu

Calimbl 3HAKOMCMB, couud/ibHble cemu,
67102U U Yambl

K coxaneHu yre 6b1J710 MHOIO CJly4aes,
Korga nepocgwunbl_ BblgaBa/M cebA 3a
OJHOro M3 _ AeTeM MAU_ BblAYMaHHbIX
nepcoHa>eu, 4YTobbl BOUTU K HMM B
AoBepue M 3aBeCTU nMowJible UAMU
OTKprTO CeKcya/ibHble 6eceAbl C HMMMU
UANM  JarKe [JOoroBopuMTbCA O JIMMHOM
BCTpeqe




Yepo3bi, nodcmepezarujue pebeHKa 8
no6asibHoUu cemu

Cekmbi

BupmyasbHbiu cobecedHukK He
cxsamum 3a pyKy, HO eMy BnOJIHe
no cusam “npoHUKHYMb 8 MbIC/IU” U
o nosJ/IuUAMb Ha 832/190bl HQ MUp.




Yepo3bi, nodcmepezarwjue pebeHKa 8
FnobasibHoU cemu

IKCMpemMu3mM, HAaUUOHAJIU3M,
¢pawusm

Bce wupoKkue 8o03MOHOCMU
MHmMepHema ucno/ib3ytomcs
npedcmasumesiamu
IKCMpemMucmcKux meyeHuu 04
c mo2o, Ymobbl 3aMaHUMb 8 CBOU
¥ pAObI HOBUYKOS.




MHmMmepHem - 3aB8UCUMOCMb

HaBa3uuBble 0eCKOHe4YHbIe nyTewecTBUA No BcemupHou
naymuHe.

MpucTpacTue K BUpTyanbHOMY OOLLUEHUNIO U BUPTYalibHbIM
3HaKoMcTBaM — 6osibwue o6 LEMbI nepernucku.

N3OLITOYHOCTL 3HaKOMbIX U dpy3eu 6 Cemu.

MFpOBaﬂ 3dBUNCUMOCTbL — HaBA34YNBOE yBJie4eHue
KOMMNbHOTEPHLIMU UTPAMMWN.

lMpucmpacmue kK npocmompy ¢husibMo8 Yepe3 UHTEepPHeT,
Korga «60nbHOM» MOXeT NpoBecTU nepen 3KpaHOM Becb fAeHb
He OTpbIBasiCb U3-3a TOro, YTO B CE€TU MOXXHO MOCMOTpPETh
npakTU4ecku nobon counbm nnu nepenavy.



ITrobonbiTHaAA geTckas
npupoaa MOXeT 3aBeCTU UX
Ha CanTbl PaCcUCTCKOro,
AUCKPUMMUHALUOHHOTO,
CeKcyaribHOro,
HAaCUJIbCTBEHHOIO
cogepXaHuUA Urin Ha CaUuThbl,
coaepxawme matepuvansl,
noodyxaawwume pedbeHka K
AEeNCTBUSAM, KOTOpble MOryT
NOoCTaBUTb NOA Yrpo3y ero
ncuxonornyeckoe Unu
domnsnveckoe 3oopoBLE




O6wme npaBuia 6e3onacHOCTU Npn paboTe
B UHTepHeTe

PebeHKy He cneayeT AaBaTb YacTHOM MHMOpMaLMKM 0 cebe (dhbamuamnio,
Homep TenedoHa, agpec, HOMEpP LWKOJibl) 6€3 pa3peLleHna poaMTENEN.

Pe6eHKy HY»HO 3HaTb, YTO HeJb3A Yepe3 MHTepHeT AaBaTb CBEAEHUSA O
CBOEM MMEHM, Bo3pacTe, Homepe TenedoHa, HOMEPE LIKOJbl UK
JOMalLHEeM aapece, 1 T.4. Y6eamTech, YTo Y HEro HeT JocTyna K
HOMEpPY KPEeAUTHOM KapTbl MM BAHKOBCKMM AAHHbIM. HayumTe pebeHKa
MCNO/Ib30BaTb NPo3BMLLA (HUKM) NpH 06LEHUMU Yepe3 UHTEPHET:
aHOHMMHOCTb - OT/IMYHbIM CNOCOo6 3alumTbl. He BbiknaabiBamUTe
cdoTorpacdmm pebeHKa Ha Be6-cTpaHMLUaX MU NYBIMYHBIX POpYMaX.



/.__,

MHTEpHET - Mox(e'r @}ﬂﬁlb@IEEIﬂi[ﬂ




O6wme npaBuia 6e3onacHOCTU Npn paboTe
B UHTepHeTe

He cnepyeT oTKpbiBaTb NMMCbMa 3NEKTPOHHOM NMoYThl, hansibl nam Web-
CTPaHMLIbl, NONYYEHHbIE OT JIDAEN, KOTOPbIE HE 3HAKOMbI MU HE
BHYLLUAOT JOBEPUS.

-

Q}*

Hayunte ero, Kak cnegyet noctynatb Npu CTOJIKHOBEHMU C
NoA03pUTEIbHBbIM MaTEPMA/IOM, PacCKaXXMTE, YTO HE HYXXHO HaXMMaTb
Ha CCbIJIKM B 3IEKTPOHHbIX COOOLLEHUAX OT HEM3BECTHbLIX MCTOYHMKOB,
OTKpbIBaTb pa3/IM4HblE B/IOXKEHMA. TakMe CCbIZIKM MOIYT BECTU Ha
HeXXenatenbHble CamTbl, N COAEPKaTb BUPYCbl, KOTOpbIE 3apa3AT Balu
KoMnbtoTep. Yaanaute c Bawero komnbioTepa cnefibl MHDopMaLuK,
KOTOPYIO HeXenaTesIbHO 06HapYXMTb BallemMy pebeHKy.



rae rynatt Bawwm aetn? |




O6wme npaBuia 6e3onacHOCTU Npn paboTe
B UHTepHeTe

BcTpeya B peasibHOM KM3HM CO 3HAKOMbIMKU MO MHTEPHET-0BLLEHUIO HE
ABJIAETCA OYEHb XOPOLLEN MAEEN, MOCKOJIbKY JIHOAM MOTYT BbITb
pa3HbIMU B 3/IEKTPOHHOM OBLLIEHWMM U NMPU peaibHOM BCTpeYe, U, ecu
PEBEHOK KeNaeT BCTPETUTLCS C HUMMU, POAUTENAM CNielyeT NOMUTU Ha
NepByl0 BCTPeYy BMECTE.

OTCYTCTBUMEM BO3MOXKHOCTU BUAETb M C/bILLATb APYrUX
No/ib30BaTe/IEN JIEFKO BOCMNo/ib3oBaTbcsA. M 10-neTHUM Apyr Bawero
pebeHKa Mo 4YaTy B peasibHOCTM MOXKET OKA3aTbCS 3/I0YMbILLIEHHUKOM.
[o3TOMY 3anpeTmTe pebeHKY Ha3HavyaTb BCTPEYUU C BUPTYa/IbHbIMM
3HAaKOMbIMM.



A Bbl 3HaeTe c keM/obulaercalBaifipe6€HOK?




PeKoMeHaaunn poamntenam

1. Ilocemaiite HMHTepHeT BMecTe ¢ naeTbmu. lloompsiiTe Bammux AeTeH
JCJIMTBCS C BAMH MX YCIIEXaMH{ M HEyJIa4aMHM B JieJie 0CBOCHUsI IHTEpHET;

2. OOBsICHUTE ACTIM, UTO €ciau B IHTepHETe 4TO-1M00 OSCIIOKOUT UX, TO UM
CJIEIYEeT HE CKphIBaTh ATOT0, a MOJACIUTHCS C BAMU CBOMM O€CIIOKOKMCTBOM,

3. CocTaBbTe CIIMCOK MpaBul pabOTHI ieTel B IHTEpHET U TIOMHUTE, YTO

Jiy4dlle TBepaoe «HET», YeM HeyBepeHHoe «aa». [IycTs orpanndyenus OyayT
MHUHUMAaJIbHBI, HO 3aTO AEHCTBOBATh BCEIla U 0€3 OTOBOPOK.

4. O0bsicHUTE peOCHKY, YTO MPU OOIICHUH B YaTax, MCIOJb30BaHUH IIPOrPaMM
MT'HOBEHHOTO oOMeHa coobmenusmu (tuna 1CQ, Microsoft Messenger u T.11.),
MCIIOJIb30BAaHUM OH-JIAMH UTP U APYTHUX CUTYALHSIX, TPEOYIOITUX
perucTpalum, Helib3sl UCIOJIb30BaTh PEAIbHOE UM, [IOMOTHUTE BallleMy
peOCHKY BBIOpATh PErUCTPAIMOHHOE UMSI, HE COJIeprKalllee HUKAKOW JTUYHOM
HH(pOpPMAIIUH.

5. O0BscHUTE peOCHKY, UTO HEJb3s BhIIaBaTh CBOM JIMYHBIC JaHHBIC, TAKHE KaK
JOMAIITHUM ajpec, HoMep TeaedoHa U JH0YI0 APYTYIO JUYHYIO
HH(pOpPMaIIMIO, HAITPUMEP, HOMED IIKOJIbI, KJIacc, J0OMMOE MECTO ITPOTYJIKH,
BpEMs BO3BpAILCHUS JOMOM, MECTO pabOThI OTIIa UM MAaTE€PU U T.]1



PeKoMeHaaunn poamntenam

6. OObpscHHTE cCBOeMy pEeOCHKY, UYTO KaK M B peajbHOM XKM3HU M B MHTEpHETE
HET Pa3HULIBI MEXKAY HEIPABHIIBHBIMU M IIPAaBHIIBHBIMU ITOCTYIIKAMH,

/. Hayuure Bammx gereil yBaxkarb codeceqHukoB B UHTepHeTte. YOenurech, 4To
OHM TIOHMMAIOT, YTO IMpaBHja XOPOIIET0 TOHA JICMCTBYIOT OJMHAKOBO B
HNHTEpHETE U B pEAIBHOM KU3HU;

8. CkaxuTe UM, 4TO HHUKOIJIA HE CTOMT BCTpPEUYAThCs C IPy3bsaiMH n3 MHTEpHETA.
Benp mtou MOTYT OKa3aThCsl COBCEM HE TEMH, 3a KOTO ce0sl BBIJAIOT;

9. OObBsAcHUTE, YTO AAJIeKO He BCe, YTO MOKHO YBHUJAeThb B MHTepHeTe —
npasaa. [Ipu coMHEeHHSIX, MyCTh Jy4Ille YTOYHUT Y Bac.

10. KomnibroTep ¢ nmoaxatoueHueM K MHTEpHETY AO0JKEH HAXOAUTHCS B 00IIEeH
KOMHAaTe

11. ITpuyuute ce0st 3HAKOMUTHCS ¢ CalTaMU, KOTOPBIE MTOCEMIAIOT BAIIX JETH.

12. Mcnosib3yTe COBPEMEHHBIE MMPOTPAMMBI, KOTOPBIE MTPEIOCTABIISIOT
BO3MOKHOCTh (DUIIBTPAILIMKU COAEPAKHUMOTO CANTOB, KOHTPOJIUPOBAThH
MECTa MOCEIIECHUS U IEATEILHOCTD TaM.



[TfporpaMMmbl-OUNBTPDI
Power Spy 2008

(http://www.securitylab.ru/software/301944.php)

[iporpaMmy y106HO
MCMOJIb30BaTb, YTOODI
Y3HaTb, YEM 3aHATbI JETH
B OTCYTCTBUE POAMTENEN.



http://www.securitylab.ru/software/301944.php

[TfporpaMMmbl-OUNBTPDI

IProtectYou Pro
(http://soft.mail.ru/program_page.php?grp=5382)

Proteubou By Control Pursl @

y Faring st Drotes

[MporpaMmma-@uibTp MHTEPHETA,
NO3BONAET POAMUTENAM
OrpaHM4YMBaTb MO PasHbIM

You sre loggod on axc  Nestrcied Lsershex

| Contol¥gs remotny napameTpam CamTbl,
Uwet v and Grougs ’
o NpocMaTpMBaEMbIE JETbMM.

« Cmome 2 #ach
user

.y



http://soft.mail.ru/program_page.php?grp=5382
http://www.securitylab.ru/upload/iblock/51021c813e17e48872b639aa8a055600.png

[TfporpaMMmbl-OUNBTPDI

KidsControl
(http://soft.mail.ru/program_page.php?grp=47967)

& Kidsconlrol“‘tup

KidsConrel
O [——— [lpeaHa3HavYeHne
i YRENNTE, & XEENE AMN W HACH NONSI0SATENE HREST A0CTYN O NHTEPHES Xt o
i L KidsControl -
% g 'g ::;'r:o ":‘.7 Dn; AHHSR f,\vr oo‘iro WK 2ANPETHTE NONb
Npapa nonv3osarened A | KOHTpO“b

::::rpmp ‘i gmmn@g Aifg

Vi R AREREES | BPEMEHU, KOTOpoe
e =.--,§ 5*3 EEECED i
Al pebeHoK NpoBOAUT

Janpeulsieivie pecypest 4 B8 2 I =
et g | RaEREN PECRETETERT
PALIMICAHS AOCTYNS

m_llllllllldﬁmmﬂm@mmmi&lll | B MHTEPHETE.

WypHan 3arpysox ¥ I -paspeunmy [ - 3anperine



http://soft.mail.ru/program_page.php?grp=47967

[MporpaMMmbi-OUNBTPDI

CYBERsitter

(http://www.securitylab.ru/software/240522.php)

= = CYBERSitter paet
OorpaHM4yMBaTb AOCTYN
Protecting Kids and Families for 14 Years ﬂ,eTeﬁ K HeXenateJqibHbIM
pecypcam B Internet.


http://www.securitylab.ru/software/240522.php

[TfporpaMMbI-PUNBLTPDLI

KubepMama 1.0b

{* Pacnucanue ansn patoyux aHen

" Pacnucanue NS BBIXOAHBIX U NPasAHHUYHLIX AHEH

[V B aeHb Ha KOMNBIOTEPE MOXHO patioTaTe He Gonee IU“:UD =l vacoe

v Kaxable IUU:“S = MUHYT AENaTk NEPEpbIs Ha IDU:15 = MUHYT

IV Pazpewwurs patiory 6 cetu MHTepHer

[~ Paspewure patioTy B oNpeaeneHHble MHTEPBANE! BPEMEHK

oK

OTtMeHa

KnéepMama npocnegut 3a BpEMEHEM
paboTbl, NpeaynpeauT pebeHKa O TOM,
YTO CKOPO €My HYXHO byaeT OTAOXHYTb
M MPUOCTAHOBUT PaboTy KOMMNbIOTEPA,
Korgaa 3aZjaHHoe BaMM BpeMA UCTeYerT.
KnoepMama nogaep:mBaeTt caeaytowme
BO3MOXHOCTMU:

- OrpaHuyeHne Nno cyMmMapHoOMy
BpeMEHM paboThl

- Nopaep:Ka nepepbiBOB B paboTe

- [logaepKKa pa3peLlleHHbIX
MHTEepBaNOB pPaboThl

- BO3MOXHOCTb 3anpeTa MHTEpPHeTa

- BO3MOXXHOCTb 3anpeTa urp/nporpamm


http://www.securitylab.ru/software/273998.php

N B 3aK/1I04YEeHMe...

Haaelcb, YTO NpeocTaB/IeHHaA
MHPOpMaLMA, noMoraroulasa ysHaTb 06
onacHOCTAX B MHTepHeTe 1 0 TOM,
KaK MM NMPOTUBOCTOATb OYyJlEeT B
fasibHEULIEM MoJiIe3Ha BaM M BalLMM

NeTAM!

Cnacub6o0 3a BH




